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1 TERMS AND DEFINITIONS 

Terminology Definition 

Architecture Refers to the technology configuration of a computerised 

system (i.e., a system composed of software and hardware) 

in order to fulfil business requirements. 

Business continuity Capability of the organisation to continue delivery of 

products or services at acceptable predefined levels 

following a disruptive incident. 

Disruptive Incident Any occurrence that threatens or damages the ability of the 

organisation to produce its products or deliver services 

ICT Continuity Capability of the organisation to continue the use of ICT in 

the delivery of products or services at acceptable 

predefined levels following a disruptive incident. 

ICT Information and Communication Technology 

Recovery Ability to recover normal business after an incident or 

disaster. 

2 INTRODUCTION 

Business continuity represents the capability of the municipality to continue delivery of 

services at acceptable levels should an unexpected event or disaster occur. Business 

continuity encompasses a loosely defined set of planning, preparatory and related activities 

which are intended to ensure that the municipality’s critical business functions and services 

will: 

 Be protected against circumstances that could hamper the delivery of services; 

 Reduce the likelihood of occurrence of interrupting incidents and disasters; 

 Prepare for, respond to, and recover from disruptive incidents and disasters when they 
arise; and 

 In the case of an incident or disaster ensure that critical services are recovered to an 
operational state within a reasonable period of time. 

In this regard, Business Continuity Management (BCM) is a holistic management approach 

that identifies potential events (incidents and disasters) threatening the municipality’s 

continuity of business activities and services and provides a framework for building 

resilience and capability for an effective response that safeguards interests. 

BCM activities include but are not limited to incident preparedness, service continuity 

management, disaster recovery management and, at its core, threat and risk management. 

BCM should be planned by default when delivery of services is planned and the municipality 

should be structured and capacitated accordingly, within budget/capacity constraints.   

In this regard, as is normal practice, all incident (negligible service interruption) and disaster 

(significant service interruption) related internal and external threats should be considered 
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during planning for service delivery, continuity and incident and disaster management. 

Where possible threat prevention, aversion and mitigation should be applied to mitigate the 

possibility of it realising. And where threats cannot be averted (such as an earth quake) 

disaster recovery management should be planned and provided for. 

Common threats that are planned for in business continuity include: 

 Earthquake; 

 Fire; 

 Flood; 

 Wind storms; 

 Sabotage (insider or external threat); 

 Utility outage;  

 Cyber and other terrorism/piracy; 

 War/civil disorder; 

 Theft (insider or external threat, vital information or material); and 

 Random failure of mission-critical systems. 

Planning for the management of business continuity addresses both interruptions of services 

to the citizen and interruptions of normal business operations. The planning for BCM 

involves the following: 

 Identify possible threats; 

 Identify the possible resultant interruptions that would be caused by these threats; 

 Determine the possibility that the thread will occur; 

 Define the impact of each threat (to every area of the municipal business; service 

delivery and operations); 

 Identify ways in which the threat can be prevented, averted or mitigated; 

 If no suitable measure can be put in place leaving residual threats, plan how service 

delivery and operations should be restored once a disaster does occur (disaster 

recovery planning). 

 In the restoration of service delivery and operations, the following should be considered 

for each critical function (as priority) and non-critical function (after priorities are 

addressed). In this the following should be considered: 

o Minimum Business Continuity Objective (MBCO) – minimum level information, 

human resources, processes, information systems, infrastructure and facilities that 

is required by the municipality to continue to achieve its business objectives during 

a disruption; 

o Recovery Point Objective (RPO) – measures the ability to recover information, 

human resources, processes, information systems, infrastructure and facilities by 

specifying a point to which it must be restored to enable the service or operations 

to function adequately.  

o Recovery Time Objective (RTO) – period of time following an incident or disaster 

within which the information, human resources, processes, information systems, 

infrastructure and facilities must be recovered to enable the service or operations 

to function adequately; and  

o Maximum Tolerable Period of Disruption (MTPD) – ensures that the maximum 

tolerable loss of information, human resources, processes, information systems, 

infrastructure and facilities for resumption of service delivery and operations is not 

https://en.wikipedia.org/wiki/Earthquake
https://en.wikipedia.org/wiki/Flood
https://en.wikipedia.org/wiki/Sabotage
https://en.wikipedia.org/wiki/Power_outage
https://en.wikipedia.org/wiki/Terrorism
https://en.wikipedia.org/wiki/Piracy
https://en.wikipedia.org/wiki/War
https://en.wikipedia.org/wiki/Recovery_Point_Objective
https://en.wikipedia.org/wiki/Recovery_Time_Objective
https://en.wikipedia.org/wiki/Maximum_Tolerable_Period_of_Disruption
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exceeded. In this regard, the recovery time objective must ensure that the MTPD 

for services and operations is not exceeded. 

 Determine the disaster recovery strategy that informs the following continuity plans: 

o Information Continuity Plan; 

o Human Resources Continuity Plan; 

o Process Continuity Plan; 

o Infrastructure Continuity Plan; 

o Service delivery enabling information systems (ICT Continuity Plan); and 

o Facilities Continuity Plan. 

Note: The continuity strategy is normally prioritised in services and operations that should 

be recovered first, second and so on. This is delimited by a period of time measured in 

minutes, hours, days and months. This is informed by: the MBCO, RPO, RTO and MTPD 

above.  

Business continuity management is a responsibility of the business executives of the 

municipality. ICT continuity (in the context of this report) as with information, human 

resources, processes, infrastructure and facilities is a subset of the wider business continuity 

management. 

ICT continuity, as with business continuity, addresses a wider spectrum than just disaster 

recovery. ICT continuity addresses: 

 Threat prevention, aversion and mitigation to the ICT systems and technology (as 

informed by the Business Continuity Plan [BCP]); 

 Incident management; 

 Disaster recovery: 

o Providing a reliable and agile foundational system and infrastructure platform; and  

o Recovery of information systems and infrastructure that directly enables the core 

business to deliver its services.  

This is shown in the following Diagram 1: 

Diagram 1: RELATIONSHIP BETWEEN THREAT MANAGEMENT, INCIDENT 

MANAGEMENT AND DISASTER RECOVERY 

 

ICT continuity involves actions taken to keep the lights on through threat management; 

incident management and disaster recovery management. Threat management is guided 

https://en.wikipedia.org/wiki/Maximum_Tolerable_Period_of_Disruption
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by the BCP and informs ICT architectural design and implementation to mitigate risks related 

to threats. Disaster recovery, as a subset of continuity management, is done through 

invoking an ICTCP according to technology and business requirements, where a disaster is 

declared by the business. In the context of this an ICTCP is thus informed by the business 

continuity plan, risk profile of the municipality and ICT department, the measure to which 

incidents can be managed and resolved and lastly the ability to recover ICT information 

systems and services to the business in case of a disaster.  

ICT continuity planning thus do not stand on its own but is informed by the business needs 

of the municipality. 

2.1 MUNICIPAL BUSINESS AND ICT CONTINUITY PLAN IN CONTEXT  

As indicated in the previous paragraph the ICT Continuity Plan (ICTCP) should be based on 
the technological continuity requirements of the business as reflected in the BCP. The 
municipality currently does not have a developed BCP. There is thus no direct guidance 
from the business with regards to the ICT continuity requirements. In this regard ICT 
continuity planning is thus based on the precept that the business is enabled via core or 
priority business information systems and some peripheral information systems.  

In this regard core systems refers to those that have an impact on strategy, core business, 
financial administration and human resource administration. These are:  

Type Related  Comments 

Strategic Ignite Hosted by service provider 

Core Business Collaborator Hosted in Paarl Civic Centre 

Traffic Management Hosted in Paarl Civic Centre 

Maximo Hosted in Paarl Civic Centre 

Active Directory Hosted in Paarl Civic Centre 

E-Mail / MS Exchange Hosted in Paarl Civic Centre 

Financial 
Administration 

SOLAR  Hosted in Paarl Civic Centre 

Human Resource 
Administration 

Resource Link Hosted in Paarl Civic Centre 

Internal Audit and 
Risk Management 

BarnOwl Hosted in Paarl Civic Centre 

All other information systems are seen as peripheral systems and do not form part of the 
ICT continuity strategy. This will be revised once the BCP is completed. In the light of these 
priority applications, the following paragraph discusses the strategic impact of a business 
disruptive disaster on the ICT environment and how recovery will be managed. 

2.2 ICT CONTINUITY STRATEGY 

It is inevitable that a disaster that disrupts business to such an extent that recovery is 
required will have an effect on ICT continuity. As it is not clear what the business’ recovery 
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requirements are in terms of MBCO, RPO, RTO and MTPD in relation to the above 
mentioned priority applications ICT continuity management will be based on a best-effort 
approach.  

ICT continuity design will thus be done is such a way that the current state of the technology 
capability and information system data in the Paarl Civic Centre will be recovered with an 8 
business hour lag. By implication the commitment is that the business will have to recapture 
the data captured in the previous 8 hours before the disaster occurred. The RPO in this 
regard is thus 8 working hours before the disaster occurred.  

Furthermore, it should be kept in mind that when a business disruptive disaster occurs, the 
recovery of technological capability is not the highest priority. It is thus quite possible to set 
a RTO that is realistic for each information system. In this regard, due to logical sequence 
and where applications are hosted (Paarl Civic or service provider) there are varying 
recovery requirements. The applications that are hosted in Paarl Civic requires the recovery 
of technology and communication capability, whilst the service provider based systems 
require recovery of communication. A separate RTO is thus required for each information 
system. It must be kept in mind that the capability requirements described cannot readily be 
addressed through the current ICT infrastructure. The RTO for each of the above mentioned 
are as follows: 

Type Related  RTO 

Strategic Ignite Up to 6 Working days 

Core Business Collaborator Up to 16 Working days 

Traffic Management Up to 8 Working days 

Maximo Up to 8 Working days 

Active Directory Up to 2 Working days 

E-Mail / MS Exchange Up to 4 Working days 

Financial 
Administration 

SOLAR  Up to 6 Working days 

Human Resource 
Administration 

Resource Link Up to 8 Working days 

Internal Audit and 
Risk Management 

BarnOwl Up to 16 Working days  

In this regard the MBCO and MTPD will be determined during the development of the BCP.  

A technology architecture design must inform the way forward in establishing the necessary 
ICT facilities to be able to address the requirements alluded to above. 

3 FOUNDATIONAL ICT CONTINUITY ARCHITECTURE 

The ICT technology architecture establishes the foundational precepts for technology 

provisioning to mitigate the impact of possible disasters in order to deliver on the RTO and 

RPO objectives. 
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In this regard, the technology platform in the Paarl Civic Centre forms the core capability of 

the provisioning of enabling ICT to be business. The Paarl Civic Centre ICT server farm is 

thus the primary ICT technology facility. The provisioning of all business enabling ICT 

facilities are concentrated at the Paarl Civic Centre. The Paarl Civic Centre is architecture 

according to the following model: 

Diagram: 1. ICT Technology Architecture Model 

Drakenstein Internal Network

Internet

Firewall

Firewall
Information System

Network Operating 
System

Virtualsiation

Server Platform

Storage

Backup

Processing

Information Systems 
Hosted Internally

Information Systems 
Hosted by Service 

Providers

Database System

 

The primary ICT technology facility has the full capacity to process all priority and peripheral 

systems. It is shielded from the Internet by a firewall. It comprises of three primary 

components. At a high level it provides processing capability. This is enabled by application 

system, database and network operating system software. This runs on a server and storage 

platform that is backed up via backup technology. Access to information systems that are 

hosted by service providers are provided through the Internet connection. 

Backups are made of the full configuration and data in line with the Backup Policy. This 

single primary ICT technology facility only provides partial protection against business 

disasters. If it so happens that the Paarl Civic Centre is compromised it inherently means 

that the primary facility is also compromised. This will hamper the ability to restore ICT 

technology services and its related data. It is thus important that a technology architectural 

solution be implemented that enables the municipality to recover from the loss of the primary 

facility. 

In this regard the ICT department is in a process to develop a secondary ICT technology 

facility in the Wellington Civic Centre. This facility will initially provide recovery capability for 

the priority business information systems and eventually also the peripheral information 

systems. This ICT technology architectural model are reflected as follows: 

Diagram: 2. Recovery Facility ICT Technology Architecture  
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In this architectural model it is important to notice that the backup facility resides in 

Wellington. This provides the capability to do backups in Wellington and then also inherently 

store this off-site. The Wellington based facility will provide adequate processing and storage 

capacity to provide acceptable performance until such time that the primary ICT technology 

facility is restored after the disaster. Furthermore, peripheral information systems and their 

data will be backed up to tape and be recoverable once the primary ICT technology facility 

is restored. 

If the municipality so chooses the capacity and capability that will be established in 

Wellington can also be rented within an Internet based cloud. The final architectural model 

will be determined by the business case and available finances. There are various 

technological solutions that can be employed to facilitate the provisioning of business 

functionality through the secondary ICT technology facility (Wellington). In the case of the 

municipality the technology of choice is data replication. Replication is described in the 

following paragraph. 

3.1 DATA REPLICATION 

Data replication is a technological principle where the data on one platform is copied to 

another platform in order to ensure that both platforms reflects the same data at a point in 

time. Replication is typically performed after hours when there are no activities on the 

information system platforms. Once the ICT technological platform is created in the 

secondary ICT technology facility replication of the facilities, capabilities and data can be 

achieved on a regular basis. This is depicted in the following diagram: 

Diagram: 3. Facilities Replication between Primary and Secondary ICT Technology 

Facilities 
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This replication will initially be established via the exiting radio network, but eventually via 

fibre optic cable, which will inherently increase the speed capacity and throughput. 

Furthermore, it must be kept in mind that as replication can only take place after hours and 

not in real time. The data stored in the secondary ICT technology facility will thus always be 

1 day (8 working hours) out of date, hence the notion that business might have to re-capture 

the transactions of the previous 8 hours after a disaster. 

In this ICT architectural model, if Wellington is the centre that experience a disaster and it 

does not influence Paarl, there will be no interruption in the availability of the primary ICT 

technology facility and related capability. 

In order to facilitate amicable technology recovery capability, the ICT technology 

implemented in both facilities should adhere to a base set of capabilities. There are 

discussed in the following paragraph. 

3.2 ICT ARCHITECTURAL TECHNOLOGY CAPABILITY 

There are certain baseline technologies currently available in the market that enables easy 

and rapid cut-over from a primary to a secondary facility. This means that technology itself 

can facilitate the cut-over and little to no human interference may be required. Inherently it 

should not be necessary to “rebuild” any of the technological platforms, but rather be able 

to seamlessly move the functionality from one facility to another. There are five base-line 

requirements that should be and are currently implemented in the municipality to facilitate 

this requirement. These are: 

3.2.1 Virtualisation Technology 

Virtualisation technology provides the capability to implement more than one virtual 

computer on a physical platform. This instead of implementing a single physical platform per 

application system and database, several can be implemented on one physical host. The 

municipality is currently making use of the VMWare platform to provide the virtualisation 

facilities and is gradually switching over the Microsoft HyperV technology. 

This technology provides the ability to commission a decommission information systems 

platforms at the push of a button. It also provides the capability to perform load sharing 

between physical host platforms where it can move the operations of an information system 

to another host if resources become sluggish. 
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3.2.2 Snapshot Technology 

This provides the capability to take a snapshot at a specific time or event of the total data 

stored and write this to disk or to an external device. It is also the base technology capability 

required to perform replication between the primary and secondary ICT technology facility. 

3.2.3 Data Storage Technology 

Data storage technology is linked to the host platform and is used to store data on disk. All 

transaction enacted writes data to the database that is stored on the storage platform. This 

technology inherently provides the capability to store the same data on more than one 

storage platform and facilitates the replication between data stores. Furthermore, it provides 

the capability to compress data stored and remove duplicate files on these devices. 

3.2.4 Automated Backups 

In the architectural model above it reflects that the backup device will eventually be located 

in the secondary ICT technology facility. It currently has the capability to automate backups 

to run at a certain time of day. Currently these tapes are stored in a fire proof safe at Fire 

and Rescue. But once the full capability of this strategy is implemented it will perform 

backups in Wellington. 

3.2.5 Push-button Recovery 

Although the ICT technology in use in the municipality allows for push button recovery from 

failures the current ICT architecture does not allow for this to take place. Even with the 

implementation of replication this type of seamless capability will not fully realise its value. 

With replication the data at the secondary ICT facility will always be 8 hours behind the 

transactions recorded at the primary ICT technology facility. 

This technology is however still important. If an information system recovery is required at 

the secondary ICT technology facility it is still important to make use of the current 

technological capability to “start-up” the information system at the secondary ICT technology 

facility. It will just be limited to the data replicated during the night of the previous replication 

cycle. It will thus not provide seamless migration but seamless functionality. 

The current ICT technology design of the municipality provides for all 5 baseline technology 

capabilities. It must be kept in mind that this ICT continuity strategy only addresses the 

recovery of the functionality of the primary and/or secondary ICT technology facilities. It does 

not address nor guarantee that the business will have computer based access to these 

facilities. It is presumed that access to the information systems will not be compromised. 

This view will be revised once the BCP development is completed. The ICT department will 

however ensure that GPRS (3G) access to the Drakenstein domain will be recovered as 

soon as the service provider can achieve it. This will be negotiated with the service provider 

at the time of awarding the Internet Service Provider contract. 
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4 IMPLEMENTATION APPROACH AND ROADMAP 

The current circumstances in the municipal ICT environment does not lean itself to immediate implementation of this strategy. 
Implementation will happen over a period of time. During this period, information systems will be protected in line with the ICT Backup and 
Restore Policy only. 

Although this section addresses a roadmap for the implementation of the strategy, it must be kept in mind that each step if implementation 
needs to be tested. If any of these tests fail a revision of the strategy will be required. 

The following is the roadmap to implementation: 

Milestone Successful 
Replication 

Complete 
Wellington 
Secondary ICT 
Facility 

Replication 
technology 
placed in 
Wellington 

Test on-line 
replication 

Test cut-over 
to secondary 
ICT facility of 
individual 
information 
systems 

Commission 
secondary ICT 
facility 

Establish fibre 
optic link 
between Paarl 
Civic and 
Wellington 
Civic 

Migrate from 
replication to 
mirroring 

Description Establish 
replication 
technology and 
test 

Prepare 
environment to 
be able to host 
secondary ICT 
facility 

Replicate 
information 
systems and 
move 
technology to 
Wellington 

Run test to 
replicate from 
Paarl to 
Wellington after 
hours as well as 
performing 
back-ups in 
Wellington. 

Test each one 
of the 
information 
systems by 
moving the 
primary server 
(soft switch) 
from Paarl to 
Wellington 

Operationalise 
the secondary 
ICT facility into 
normal 
operations and 
manage as 
such. 

Complete the 
routes and lay 
fibre optic 
cable. 

Implementation 
of the 
technological 
ability to mirror 
information 
systems on 
hosts between 
primary and 
secondary ICT 
facilities. 

Architecture Hosts 
Virtual 
environment 
Hosts 
Storage 

Environmental 
controls 
Cabling 
Access 
Backup power 
Fire detection 
and 
suppression 

Hosts 
Virtual 
environment 
Hosts 
Storage 
Backup 
equipment 

Hosts 
Virtual 
environment 
Hosts 
Storage 
Backup 
equipment 

Hosts 
Virtual 
environment 
Hosts 
Storage 

Hosts 
Virtual 
environment 
Hosts 
Storage 
Backup 
equipment 

Point-to-point 
fibre optic 
cable. 

Hosts 
Virtual 
environment 
Hosts 
Storage 
Backup 
equipment 
Fibre optic 
cable 

Comments Foundational 
technology is 
already 
available 

Dependent on 
the cooperation 
of other 
business 

Once moved a 
replication test 
need to be 
done on the 

Failure of this 
test will result in 
the review of 
this strategy. 

This test can 
only be done if 
the previous 
test was 

At this point the 
project ends. 

The successful 
implementation 
of replication 
may be 

This can only 
be done if a 
fibre optic link 
already exist 
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entities solution.  successful. 
Failure of this 
test will result in 
the review of 
this strategy. 

dependent on 
the 
implementation 
of this fibre 
cable. 

between the 
two buildings. 

Target Date June 2017 June 2017 September 
2017 

December 
2017 

March 2018 July 2018 June 2021 July 2022 

 


